
Topics covered by the Network Manager Security Course 

 

COURSE: 7E-F105/531-F58 (CT) 

COURSE TITLE: NETWORK MANAGER SECURITY COURSE 

ACADEMIC TIME   PEACETIME MOBILIZATION 
        
DAY 1 INTRODUCTION 1.0 0.0 
  ACERT SLIDESHOW 1.5 0.0 
  DEMO ACERT WEBSITE 1.5 0.0 
  INCIDENT AND VULNERABILITY REPORTING 2.0 0.0 
  NETWORK SECURITY THREATS AND THE HACKER SLIDESHOW 2.0 0.0 
        
DAY 2 DISCUSS ENCRYPTION READING ASSIGNMENT 1.0 0.0 
  CRYPTOGRAPHY/ENCRYPTION 1.0 0.0 
  ENCRYPTING NETWORK TRAFFIC 2.0 0.0 
  SYSTEM AVAILABILITY 1.0 0.0 
  WIRELESS SECURITY 3.0 0.0 
        
DAY 3 SECURE ROUTER CONFIGURATION 5.0 0.0 
  ROUTER PRACTICAL EXERCISES 3.0 0.0 
        
DAY 4 FIREWALL LECTURE AND SLIDESHOW 1.0 0.0 
  SYMANTEC ENTERPRISE FIREWALL SLIDESHOW 1.0 0.0 
  PRACTICAL EXERCISES 3.0 0.0 
  PRACTICAL EXERCISES (VPN) 3.0 0.0 
        
DAY 5 DISCUSS IDS READING ASSIGNMENT 1.0 0.0 
  REAL SECURE LECTURE AND SLIDESHOW 1.0 0.0 
  PRACTICAL EXERCISES 3.0 0.0 
  REVIEW/TEST 3.0 0.0 
        
ADMINISTRATIVE TIME   0.0 0.0 
        
GRAND TOTAL:   40.0 0.0 
        
ACADEMIC HOURS BY SECURITY CLASSIFICATION 
        
FOUO   40.0 0.0 
 


