CISSP Course Preparation Guide
Information Assurance Branch
School of Information Technology

The CISSP course developed and presented by the Information Assurance Branch at
the US Army School of Information Technology (SIT) is designed to present the
information requisite to pass the CISSP exam. The exam is usually administered on
Friday of week two. This document is intended to help students prepare for the
course and lay the groundwork to pass the exam.

There are ten domains or areas of concentration that are presented in the course.
The presentation schedule is as follows:

Day 1 Access Control

Day 2 Cryptography

Day 3 Telecommunications and Network Security

Day 4 Security Architecture and Design

Day 5 Application Security; Business Continuity and Disaster Recovery
Planning

Day 6 Physical Security; Information Security and Risk Management
Day 7 Legal, Regulations, Compliance, and Investigations

Day 8 Operations Security

Day 9 A practice CISSP exam is administered

Day 10 The CISSP exam

We use the textbook CISSP Study Guide published by Sybex;

ISBN: 978-0-470-27688-4
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We supply textbooks for classroom use only. We recommend you purchase the book,
read at least the first two chapters before day 1 of the course, and bring your copy
with you so that you can annotate it during class.

Other Resources:

The SkillPort CISSP course is a very good primer covering information within the ten
domains and is required to attend this class. While the information presented in the
SkillPort course is very useful, it is not by itself sufficient to pass the CISSP exam.
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We recommend two other resources which will provide even more depth and
enhance your test taking competence.

First is the All-In-One CISSP Exam Guide by Shon Harris; 1ISBN: 978-0-07-149786-2

LINK:
http://www.amazon.com/gp/reader/007149
7870/ref=sib_dp_pt#reader-link

The second resource we recommend is the website www.cccure.org. On this site, you
will find many additional resources as well as a CISSP test engine. This test engine
very closely simulates the style, difficulty, and content of questions you will see on
the CISSP exam. We have found that this test engine is a very good indicator of the
performance a candidate can expect on the real exam.
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We suggest you visit this site early and often as you begin to prepare for either the
test or our class.

The CISSP exam is one of the hardest certification exams currently offered. It will
require a dedicated effort beginning well before the resident course begins. It is
impossible to absorb the vast amount of information necessary in only 8 days. You
should make use of the recommended materials as soon as you decide to take the
exam.



