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The CISSP course developed and presented by the Information Assurance Branch (IAB) at the US Army
Cyber Leader College is designed to present the information requisite to pass the CISSP exam. The exam
is usually administered on the Friday of week two. This document is intended to help students prepare
for the course and lay the groundwork to pass the exam.

There are ten domains or areas of concentration that are presented in the course. The first 5 domains
are somewhat longer than the 5 that follow and can take a day or more to cover. The shorter domains
normally take less than a day and two or more may be covered in a single day.

The Domains are presented in the following order.
— Access Control
— Telecommunications & Network Security
— Information Security Governance & Risk Management
— Software Development Security
— Cryptography
— Security Architecture & Design
— Operations Security
— Business Continuity & Disaster Recovery Planning
— Legal, Regulations, Investigations & Compliance
— Physical and Environmental Security

We use the “CISSP Study Guide 2E” as our text book in class.
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Students will be given a copy of the book to be used in class ,

and returned at the end of the course. If you wish to obtain a : -

copy for yourself, it is by Eric Conrad with the ISBN 978-1-
59749-961-3. The book is currently available on “Books 24x7” e

as well. >
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During the course, students will be enrolled with online computer test engines. These test engines
attempt to simulate the style and difficulty expected on the CISSP exam. The test engine questions do a
good job of exposing students to material not contained in the various books but sometimes found on
the actual exam.

There are a great many study guides offered on Amazon.com or your local book seller’s shelves. Target
the newest editions as some of the course material has changed over the past couple years. Popular

books are:

The “All in One Study Guide for CISSP” by Shon Harris. It covers the largest amount of testable material
and provides the reader with in-depth explanations.

Recognized as one of the best tools available for studying for the CISSP exam, the Official (ISC)? Guide to
the CISSP CBK, Third Edition is both up-to-date and relevant, reflecting the latest developments in this
ever-changing field and providing an intuitive approach to the CISSP CBK

The Eleventh Hour CISSP Study Guide is keyed to the latest CISSP exam. __ —_—
This book is streamlined to include only core certification information and is [E Stuov Guioe
presented for ease of last-minute studying. Main objectives of the exam are B 11|

covered concisely with key concepts highlighted. -'IOUR
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The CISSP exam is one of the hardest certification exams currently offered. It will require a dedicated
effort beginning well before the resident course begins. It is impossible to absorb the vast amount of

information necessary in only 9 days. You should make use of your time prior to attending the course
and become familiar with as much information as you can.



