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CTS - Clean Test System
Description:
Type: AIS Application System Owner: Department of Defense
C & A Status: Authorization to Operate (ATO) System Sponsor: Department of Defense
System Classification. Confidential - FOR DEMO PURPOSES Revalidation Date: 01-May-2007
ONLY
Package Classification: Confidential - FOR DEMO PURPOSES CC Mission Category: Does Not Apply
ONLY
System Category: System Artifacts: Yes
Mission Area IT Registry
Primary: Business Primary: N/A
Secondary: N/A Secondary: N/A
Tertiary: N/A Tertiary: N/A
Domain: N/A System ID:
System Comments:

Control Icon Key Mandated:lEl Upgraded: Added : Inherited:lIl Self Assessment:
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Status Count
Compliant Non-Compliant Total
DoD Confidentiality: Classified, Public, Sensitive 5 0 5
DoD Confidentiality: Public 3 0 3
DoD Confidentiality: Public, Sensitive 3 0 3
DoD Confidentiality: Public, Sensitive 1 0 1
MAC: 3
MAC: 1,2, 3 38 0 38
MAC: 2, 3 4 0 4
MAC: 3 19 2 21
DoDI 8500.2 73 2 75
Total 73 2 75
Control Icon Key Mandated:IEI Upgraded: Added : Inherited:lIl Self Assessment:
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Guidance Authority: DoDI 8500.2 Control Set

Selection Criteria: MAC: 3
DoD Confidentiality: Public
Status Summary: Compliant: 73 Non-Compliant: 2 Not Tested: 0 N/A: 0 Total: 75

COAS-1 Alternate Site Designation I/mpact: High
Control Status: Compliant POA&MSs Exist: Yes

. COBR-1 Protection of Backup and Restoration Assets Impact: High
Control Status: Compliant POA&Ms Exist: No

Control Icon Key Mandated:- Upgraded: Added:- Inherited:. Self Assessment:
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CODB-1 Data Backup Procedures /mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

CODP-1 Disaster and Recovery Planning Impact: Moderate
Control Status: Compliant POA&Ms Exist: No

COEB-1 Enclave Boundary Defense /mpact: High
Control Status: Compliant POA&Ms Exist: No

Control Icon Key Mandated:- Upgraded: Added:- Inherited:. Self Assessment:
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COED-1 Scheduled Exercises and Drills /mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

COEF-1 Identification of Essential Functions I/mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

COMS-1 Maintenance Support /mpact: Moderate
Control Status: Non-Compliant POA&MSs Exist: Yes

COPS-1 Power Supply /mpact: Moderate
Control Status: Compliant POA&Ms Exist: Yes

COSP-1 Spares and Parts /mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

COSW-1 Backup Copies of Critical SW Impact: High
Control Status: Compliant POA&Ms Exist: No

COTR-1 Trusted Recovery Impact: High
Control Status: Compliant POA&Ms Exist: No

Control Icon Key Mandated:- Upgraded: Added:- Inherited:. Self Assessment:
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Validation Test Status: Compliant

System Name Status Comments
Clean Test System Compliant 1) System documentation includes detailed information on

secure system recovery.
2) Mitigating circumstances and alternate locations have
been documented extensively

Subject Area: Enclave Boundary Defense (EB)
E EBBD-1 Boundary Defense Impact: High
Control Status: Compliant POA&Ms Exist: No

Validation Test : EBBD-1-1
Validation Test Status: Compliant

System Name Status Comments
Clean Test System Compliant Validated: Firewalls are deployed at the enclave boundary,

as well as within the enclave to protect from internal
compromise. NIDS sensors are deployed throughout the
enclave, and are managed by a central IDS controller. All
network access is through the DMZ and over NIPRNET

E EBCR-1 Connection Rules /mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

Validation Test : EBCR-1-1
Validation Test Status: Compliant

System Name Status Comments
Clean Test System Compliant Validated: There is currently no MOA for connections to

external DoD enclaves, as there is no necessity to connect
to external resources.

[M] EBPW-1Public WAN Connection Impact: High
Control Status: Compliant POA&Ms Exist: No

Validation Test : EBPW-1-1
Validation Test Status: Compliant

System Name Status Comments
Clean Test System Compliant Validated: All NIPRNET traffic is connected through a DMZ.

See Appendix | for thorough diagrams and documentation.

[m] EBvc-1 VPN Controls Impact: Moderate
Control Status: Compliant POA&Ms Exist: No

Validation Test : EBVC-1-1
Validation Test Status: Compliant

System Name Status Comments
Clean Test System Compliant Validated: NIDS sensors and controllers can capture and

aggregate all network traffic data. Currently, only registered
VPN traffic has been recorded over the network.

Subject Area: Enclave Computing Environment (EC)
[M]  ECAR-1 Audit Record Content — Public Systems Impact: High
Control Status: Compliant POA&Ms Exist: No

Validation Test : ECAR-1-1
Validation Test Status: Compliant

System Name Status Comments
Clean Test System Compliant Validated: Audit logs reflect required information and are

mainained in accordance with DoD policy for 180 days.
[M]  ECAT-1 Audit Trail, Monitoring, Analysis and Reporting Impact: Moderate
Control Icon Key Mandated:@ Upgraded: Added: Inherited:lIl Self Assessment:
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Control Status: Compliant POA&Ms Exist: No

ECCD-1 Changes to Data /mpact: High
Control Status: Compliant POA&Ms Exist: No

ECIM-1 Instant Messaging I/mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

ECLP-1 Least Privilege /mpact: High
Control Status: Compliant POA&Ms Exist: No

ECMT-1 Conformance Monitoring and Testing I/mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

ECND-1 Network Device Controls I/mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

Control Icon Key Mandated:- Upgraded: Added:- Inherited:. Self Assessment:
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ECPA-1 Privileged Account Control /mpact: High
Control Status: Compliant POA&Ms Exist: No

ECPC-1 Production Code Change Controls I/mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

ECRG-1 Audit Reduction and Report Generation I/mpact: Basic
Control Status: Compliant POA&Ms Exist: No

ECRR-1 Audit Record Retention /mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

ECSC-1 Security Configuration Compliance /mpact: High
Control Status: Compliant POA&Ms Exist: No

ECSD-1 Software Development Change Controls /mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

Control Icon Key Mandated:- Upgraded: Added:- Inherited:. Self Assessment:
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. ECTM-1 Transmission Integrity Controls /mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

ECTP-1 Audit Trail Protection /mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

ECVI-1 Voice-over-IP (VolP) Protection I/mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

ECVP-1 Virus Computing Impact: High
Control Status: Compliant POA&MSs Exist: No

ECWM-1 Warning Message /mpact: Basic
Control Status: Compliant POA&Ms Exist: No

Control Icon Key Mandated:- Upgraded: Added:- Inherited:. Self Assessment:
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E ECWN-1 Wireless Computing and Network /mpact: High
Control Status: Compliant

Validation Test : ECWN-1-1
Validation Test Status: Compliant

System Name Status
Clean Test System Compliant
Validation Test : ECWN-1-2

Validation Test Status: Compliant
System Name Status
Clean Test System Compliant

POA&Ms Exist: No

Comments

Validated: All system components with wireless computing
and networking capabilities are implemented in accordance
with DoD wireless policy, as issued. All wireless computing
and networking capabilities are configured consistently.

Comments

Validated:Unused wireless computing capabilities internally
embedded in interconnected DoD IT assets are disabled by
changing factory defaults, settings or configurations prior to
issue to end users.

Subject Area: Identification and Authentication (1A)
El IAKM-1 Key Management /mpact: Moderate
Control Status: Compliant

Validation Test : IAKM-1-1
Validation Test Status: Compliant

System Name Status
Clean Test System Compliant

POA&Ms Exist: No

Comments

Validated: Symmetric keys are produced, controlled and
distributed using NSA-approved key management
technology; and asymmetric keys are produced, controlled
and distributed using DoD PKI Class 3 or pre-placed keying
material. Proper key management is in place.

E IATS-1 Token and Certificate Standards /mpact: Moderate
Control Status: Compliant

Validation Test : IATS-1-1
Validation Test Status: Compliant

System Name Status
Clean Test System Compliant

POA&Ms Exist: No

Comments

Validated: Identification and authentication is accomplished
using the DoD PKI Class 3 certificate and hardware security
token.

Subject Area: Personnel (PR)

E PRMP-1 Maintenance Personnel Impact: High
Control Status: Compliant
Validation Test : PRMP-1-1

Validation Test Status: Compliant

System Name Status
Clean Test System Compliant
Validation Test : PRMP-1-2

Validation Test Status: Compliant
System Name Status
Clean Test System Compliant

POA&Ms Exist: No

Comments

Validated: All maintenance personnel identified on the
reviewed logs were authorized to conduct maintenance.

Comments

Validated: A documented process for determining
authorization to conduct maintenance exists.

[w]

PRNK-1 Access to Need-to-Know Information /mpact: High

Control Icon Key Mandated:@ Upgraded:
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Control Status: Compliant POA&Ms Exist: No

. PRRB-1 Security Rules of Behavior or Acceptable Use Policy /mpact: High
Control Status: Compliant POA&Ms Exist: No

Subject Area: Physical and Environmental (PE
. PEEL-1 Emergency Lighting /mpact: Basic
Control Status: Compliant POA&Ms Exist: No

. PEFD-1 Fire Detection Impact: High
Control Status: Compliant POA&Ms Exist: No

PEFI-1 Fire Detection /mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

PEFS-1 Fire Suppression Impact: High
Control Status: Compliant POA&Ms Exist: No

Control Icon Key Mandated:- Upgraded: Added:- Inherited:. Self Assessment:
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PEHC-1 Humidity Controls /mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

PEMS-1 Master Power Switch Impact: High
Control Status: Compliant POA&Ms Exist: No

PESL-1 Screen Lock Impact: Moderate
Control Status: Compliant POA&Ms Exist: No

PETC-1 Temperature Controls I/mpact: Moderate
Control Status: Compliant POA&MSs Exist: No

PETN-1 Environmental Control Training /mpact: Basic

Control Icon Key Mandated:- Upgraded: Added:- Inherited:. Self Assessment:
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Control Status: Compliant POA&Ms Exist: No

. PEVR-1 Voltage Regulators I/mpact: High
Control Status: Compliant POA&Ms Exist: No

Subject Area: Security Design and Configuration (DC)
. DCAR-1 Procedural Review Impact: Moderate
Control Status: Compliant

POA&Ms Exist: No

DCAS-1 Acquisition Standards I/mpact: High
Control Status: Compliant POA&Ms Exist: No

DCBP-1 Best Security Practices /mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

Control Icon Key Mandated:- Upgraded: Added:- Inherited:. Self Assessment:
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DCCB-1 Control Board /mpact: Moderate
Control Status: Non-Compliant POA&Ms Exist: No

DCCS-1 Configuration Specifications /mpact: High
Control Status: Compliant POA&Ms Exist: No

DCCT-1 Compliance Testing Impact: Moderate
Control Status: Compliant POA&Ms Exist: No

DCDS-1 Dedicated IA Services Impact: Moderate
Control Status: Compliant POA&Ms Exist: No

Control Icon Key Mandated:- Upgraded: Added:- Inherited:. Self Assessment:

Scorecard Report printed on 08-May-2006. Page 14 of 19




Scorecard Report

Generated on 08-May-2006 at 17:02.

[M] DCFA-1 Functional Architecture for AIS Applications Impact: Moderate
Control Status: Compliant POA&Ms Exist: No

[M] pcHW-1 HW Baseline impact: High
Control Status: Compliant POA&Ms Exist: No

Control Icon Key Mandated:- Upgraded: Added:- Inherited:. Self Assessment:
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. DCID-1 Interconnection Documentation /mpact: High
Control Status: Compliant POA&Ms Exist: No

DCII-1 IA Impact Assessment /mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

DCIT-1 IA for IT Services Impact: High
Control Status: Compliant POA&Ms Exist: No

DCMC-1 Mobile Code Impact: Moderate
Control Status: Compliant POA&Ms Exist: No

DCNR-1 Non-repudiation Impact: Moderate
Control Status: Compliant POA&Ms Exist: No

Control Icon Key Mandated:- Upgraded: Added:- Inherited:. Self Assessment:
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DCPD-1 Public Domain Software Controls Impact: Moderate
Control Status: Compliant POA&Ms Exist: No

DCPP-1 Ports, Protocols, and Services Impact: Moderate
Control Status: Compliant POA&MSs Exist: No

DCPR-1 CM Process Impact: High
Control Status: Compliant POA&Ms Exist: No

. DCSD-1 IA Documentation /mpact: High
Control Status: Compliant POA&Ms Exist: No

. DCSL-1 System Library Management Controls /mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

Control Icon Key Mandated:- Upgraded: Added:- Inherited:. Self Assessment:
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DCSQ-1 Software Quality /mpact: Moderate
Control Status: Compliant POA&Ms Exist: No

DCSR-1 Specified Robustness - Basic /mpact: High
Control Status: Compliant POA&Ms Exist: No

DCSS-1 System State Changes I/mpact: High
Control Status: Compliant POA&Ms Exist: No

[M] Dcsw-1sw Baseline impact: High
Control Status: Compliant POA&Ms Exist: No

Control Icon Key Mandated:- Upgraded: Added:- Inherited:. Self Assessment:
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and Incident Management (VI
. VIIR-1 Incident Response Planning Impact: High
Control Status: Compliant POA&Ms Exist: No

. VIVM-1 Vulnerability Management Impact: Moderate
Control Status: Compliant POA&Ms Exist: No

Control Icon Key Mandated:- Upgraded: Added:- Inherited:. Self Assessment:
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